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A konfiguralashoz szukseges elemek

 (Cisco konzol kabel
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A konfiguralashoz szukseges elemek

« Soros porttal rendelkezd szamitogep vagy laptop és telnet/ssh
kliens program (pl.: putty)

= (COM port sorszamat az Eszkozkezel6ben lehet megnézni)

X PuTTY Configuration

or PO want o con

elnat {3 FRlogin C255H (& Serial

Default Settings

=) Only on clean sxit

Open | Cancel
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A konfiguralashoz szukseges elemek

J.CDM4 Properties

Fart Settings

Bits per gecond: | 9600

Barity: | Moaorne

!_E;tI:IFI tlit:E:: | '| - i
Flow cortrol: | (= ~ |

Bestore Defaults
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Hasznos tudnivalok a konfiguracio elott

« Keétféle parancssori szint létezik:

» felhasznaloi EXEC maod (Switch>): altalanos informaciok
lekérése (pl.: ping, traceroute)

= privilegizalt EXEC maod (Switch#): kisebb beallitasok elvéegzése,
részletesebb informaciok megjelenitése (enable)

« Globalis konfiguracios maod: konfiguracios beallitasok elvégzése
(configure terminal)

« Minden egyes szintbdl az exit paranccsal lehet kilépni

« Listazo (show) parancsok: informacio az adott beallitasokral,
folyamatokrol

« Parancs torolése/visszavonasa: parancs €lé beirt no-val
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Hasznos tudnivalok a konfiguracio elott

« Switch uUjrainditasa: reload parancs (ha a valtoztatasokat nem
mentettik el, felajanlja ennek lehetdsegét)

switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) #exit

Switch#sh

access-lists
accounting
aliases

arp

auto

boot
buffers

cdp
class-map
clock
cluster

cns
configuration
controllers
debugging
dhcp

dotlx

dtp

env
errdisable
etherchannel
exception

List access lists

Accounting data for active sessions
Display alias commands

ARP table

Show Automation Template

show boot attributes

Buffer pool statistics

CDFP information

Show QoS Class Map

Display the system clock
Cluster information

CNS subsystem

Contents of Non-Volatile memory
Interface controller status
State of each debugging option
Dynamic Host Configuration Protocol status
Dotlx information

DTP information

Environmental facilities

Error disable

EtherChannel information
exception informations

Switch#reload

System configuration has been modified. Save? [yes/no]: n
Proceed with relocad? [confirm]
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Hasznos tudnivalok a konfiguracio elott

« Kétféle konfiguracio letezik a switcheken:
» Running-config: az éppen futo, aktualisan beallitott konfiguracio
= Startup-config: a switch indulasi konfiguracioja

« Konfiguraciéo mentése: write vagy copy running-config startup-
config

« Konfiguracio torlese: write erase vagy erase startup-config

« A konfiguraciok megtekintése: show running-config vagy show
startup-config

* A parancsok beirasa rovidithet6: sh run = show running-config (a
parancsok a Tab lenyomasaval kiegészithetok)

A ?lenyomasaval megtudhato, hogy milyen tovabbi opcio
hasznalhato egyes parancsoknal
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Alapkonfiguracio

* Az eszkOz nevének megvaltoztatasa: hostname <név>

* A konzolkapcsolaton keresztul tortené hozzaférés a globalis
konfiguracidos moédban megadott jelszéval korlatozhato

« Korlatozhato a privilegizalt EXEC modba valo belépés jelszavak
megadasaval

« Az enable password alapertelmezés szerint nincs titkositva, ezt az
enable secret parancs vegzi

« A switchen tarolt 0sszes jelszo titkositasa: service password-
encryption
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~ Alapkonfiguracié

Switch (confiqg) #hostname Sulinet

Sulinet (config) #line conscole 0

Sulinet (config-line) #password teszt

Sulinet (config-line) #login

Sulinet (config-line) #exit

Sulinet (config) §#enable *°
last-resort Define enable action if no TACACS servers respond
password Assign the privileged level password
secret Assign the privileged level secret
use-tacacs Use TACACS to check enable passwords

&
3

Sulinet (config) #enable secret proba

Sulinet (config) #service password-encrypticn
Sulinet (config) fexit

Sulinet#sh run

Building configuration...

Current configuration : 4672 bytes
!
version 12.1

service nagle

no service pad

service telnet-zeroidle

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service linenumber

service sequence-numbers

no service dhcp

L]

hostname Sulinet
1

logging buffered 256000 debugging
no logging console
enable secret 5 $157U6iSTBRGVSeImBf7aUipKsFVy.
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Alapkonfiguracio
« Jelszo helyreallitas lepései:

= Mode gomb nyomva tartasa kozben elektromos csatlakozé bedugasa
» Flash_init parancs

» Load_helper parancs

= Dir flash: parancs

= Rename flash:config.text flash:config.old parancs

= Boot parancs

11. oldal Switch konfiguracios demo




;;i;‘:.‘.‘h:..

- KIFU
'7:'?, U

Alapkonfiguracio

brsce Sravons 10/100/1000 Base-TX Catalyst 2950 seres
sl ol 1 2 3 4 5 6 7 8 2 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24  1ovndio00 SaseT

BYET RPS

, :

WICE

12. oldal Switch konfiguracios demo



5-C2950T-24 starting...
ase ethernet MAC Address: 00:0e:84:3e:89:80
Xmodem file system is available.

e system has been interrupted prior to initializing the
flash filesystem. The following commands will initialize
the flash filesystem, and finish leocading the operating
system software:

flash_init
load helper
boot

switch: flash init
Initializing Flash...
4 files, 1 directories
0 orphaned files, 0 orphaned directories
: Total bytes: 7741440
: Bytes used: 2966528
: Bytes available: 4774912
flashfs fsck tock 6 seconds.
...done initializing flash.
oot Sector Filesystem (bs:) installed, fsid: 3
Parameter Block Filesystem (pb:) installed, fsid: 4
switch: load helper
switeh: dir flash:
of flash:/

2 2958970 <date> c2950-i6g4l2-mz.121-14.EAla.bin
3 736 <date> vlan.dat

4 47 <date> private-config. text
6 4592 <date> config. text

4774912 bytes available (2966528 bytes used)
switch: rename flash:config.text flash:config.old
switch: dir flash:

of flash:/

2 2958970 <date> ©2950-i6g412-mz.121-14.EAla.bin
3 736 <date> vlian.dat

4 47 <date> private-config. text
3 4592 <date> config.old

4774912 bytes available (2566528 bytes used)
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Alapkonfiguracio

* Interfész engedélyezeselftiltasa:
= no shutdown/shutdown parancs

.“'!"{-i .Il --1. ! ¥

Sulinet (config)#int fa0/11

Sulinet (config-if)#no sh

Sulinet (config-if)#do sh int desc
Status Protocol Description
up up
up up
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KIFU
Alapkonfiguracio

Sulinet (config-if)#shut

Sulinet (config-if)#do sh int desc
Interface Status Protocol Description
V1l up up
Fa0/1 up up
Fa0/2 down

Fa0/3 down

Fa0/4 down

Fa0 /5 down

Fa0/é down

Fal0/7 down

Fa0/8 down

Fa0/9 down

Fa0/10 down

Fa0/11 admin down

Fa0/12 down

Fa0/13 up

Fa0/14 down

Fa0/15 up

Fa0/1l6 down

Fa0/17 down

Fa0/18 down

Fa0/19 down

Fa0/20 down

Fa0/21 down

Fa0/22 down

Fa0/23 down

Fa0/24 up

Gio/1 down

Gio/2 down

\-‘ ' -a" @

X

15. oldal Switch konfiguracios demo



{-‘ ' -a" @

- KIFO
Alapkonfiguracio

« Tobb interfész egyideju konfiguralasa:
= interface range 0/<kezdé if> - <utolsé if>

X

e
"

S

Sulinet (config)#interface range fastEthernet 0/4 - 8
Sulinet (config-if-range)#shut

Sulinet (config-if-range)#do sh int desc

Interface Status Protocol Description
V1l up up
Fal/1 up up
Fa0/2

Fa0/3

Fa0/4

Fa0/5b

Fal/6

Fa0/7

Fa0/8

Fa0/9

Fa0/10

Fa0/11

Fa0/12

Fa0/13

Fa0/14

Fa0/15

Fa0 /16

Fa0 /17

Fa0/18

Fa0/1%

Fa0/20

Fa0/21

Fa0/22

Fa0/23

Fa0/24

Gio/1

Gio/2
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VLAN beallitas

 VLAN létrehozasa, névadas és ellendrzés:
»= Vlan <id> parancs

= Name <name> parancs

Sulinet (config)#vlan 11
Sulinet (config-vlan)#name Private
Sulinet (config-vlan)#do sh vlan bri

LAN Name Status

default active

VLANOO10 active Fa0/1l, Fa0/2, Fa0/3, Fa0/4, Fa0/5

Private active Fa0/6, Fa0/7, Fa0/8, Fa0/9, Fa0/10, Fa0/1l1l, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17, Fa0/18, Gi0/1, Gi0/2

VLANOO12 active Fa0/19, Fa0/20, Fa0/21, Fa0/22, Fa0/23

fddi-default act/unsup

token-ring-default act/unsup

fddinet-default act/unsup

trnet-default act/unsup
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" VLAN beallitas

« VLAN hozzarendelése interfészhez
= Access port beallitasa: switchport mode access

= VLAN megadasa: switchport access vian <id>

Sulinet (config)#int ra fa 0 - 4

Sulinet (config-if-range)#switchport mode access
Sulinet (config-if-range)#switchport access vlan 11
Sulinet (config-if-range)#do sh vlan bri

LAN Name Status

default active
VLANOO10 active Fa0/1, Fa0/5
Private active Fa0/2, Fa0/3, Fa0/4, Fal/6, Fa0/7, Fa0/8, Fa0/9, Fal0/1l0

Fa0/11, Fa0/12, Fa0/13, Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Gi0/1, Gi0/2

VLANQOQO12 active Fa0/1%, Fa0/20, Fa0/21, Fa0/22, Fa0/23

fddi-default act/unsup

token-ring-default act/unsup

fddinet-default act/unsup

trnet-default act/unsup
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N

» Port konfiguracio ellenérzése:
= Show running-config interface FastEthernet <interface number>

Sulinet#sh run int fa0/3
Building configuration...

Current configuration : 153 bytes
1
interface FastEthernet0/3

switchport access wlan 11

switchport mode access

no logging event link-status
no cdp enable

spanning-tree portfast
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« VLAN adatbazis torlése

= Delete flash:vlan.dat parancs

1'\\-‘ ) -a" a

b,

= (flash ellenérzése: show flash:)

Sulinet#show flash:

Directory of flash:/

2 -rwx 2958970 Mar 01 1993 00:27:25 ¢2950-i6¢4l12-mz.121-14.EAla.bin
3 -rwx 736 Mar 19 2014 21:45:59 wvlan.dat

4 -rwx 7203 Sep 06 2013 22:06:43 config.text

6 -rwx 47 Sep 06 2013 22:06:43 private-config.text

7741440 bytes total (4771840 bytes free)
Sulinetf#idelete flash:vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]
Sulinet$#fshow flash:

Directory of flash:/
2 -rwx 2958970 Mar 01 1993 00:27:25 ¢2950-i6g412-mz.121-14.EAla.bin
4 -rwx 7203 Sep 06 2013 22:06:43 config.text
6 -rwx 47 Sep 06 2013 22:06:43 private-config.text

7741440 bytes total (4772864 bytes free)
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VLAN beallitas

e Trunk:

» Az interfészt beallithatjuk un. ,tronkportnak”

» Keét halozati eszkozt 6sszekotd pont-pont kapcsolat, mely tobb VLAN forgalmat
szallitja

»  Kilonb6z6 VLAN-ok tudnak tronkon keresztlil kommunikalni egymassal
» Megadhatd, hogy mely VLAN-ok haladhatnak at
= Switchport mode trunk parancs

= Switchport trunk allowed vlan 10,11 parancs
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Sulinet (config)#int gi0/2

Sulinet (config-if)#switchport mode trunk
Sulinet (config-if)#switchport trunk allowed vlan 10,11
Sulinet (config-if)#do sh run int gi0/2
Building configuration...

Current configuration : 165 bytes
1

interface GigabitEthernet0/2
switchport trunk allowed wlan 10,11
switchport mode trunk

no logging event link-status

no cdp enable

spanning-tree portfast
end
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Port beallitasok

« Port leiras beallitasa: a portok konnyebb azonositasaert

= Description parancs

23. oldal

Sulinet (config)#int fa0/11
Sulinet (config-if)#description Private port
Sulinet (config-if)#do sh run int fa0/11
Building configuration...

Current configuration : 156 bytes
1

interface FastEthernet0/11

description Priwvate port
switchport access vlan 11

no logging event link-status
no cdp enable

spanning-tree portfast
end

Sulinet (config-if)#

Switch konfiguracios demo
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Port beallitasok

« Spanning Tree Portfast a gyorsabb kapcsolodashoz:
= Egybdl tovabbité (forwarding) allapotba kerul a port

= (afigyeld (listening) és tanuld (learning) allapotokat kihagyja)

= Spanning-tree portfast parancs

24. oldal

Sulinet (config)#int fa0/11

Sulinet (config-if)#span

Sulinet (config-if)#spanning-tree po
Sulinet (config-if)#spanning-tree portf
Sulinet (config-if)#spanning-tree portfast
Sulinet (config-if)#do sh run int fa0/11
Building configuration...

Current configuration : 130 bytes
i
interface FastEthernet0/11
switchport access vlan 11
no logging event link-status
no cdp enable
spanning-tree portfast

Switch konfiguracios demo



Port beallitasok

 Munkaallomas csatlakoztatasanak beallitasa: csak egy host tud a
porton keresztul kommunikalni:
= Acces VLAN

= EtherChannel tiltasa

= Spanning Tree Portfast bekapcsolasa

25. oldal Switch konfiguracios demo
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Sulinet (config)#int £a0/10
Sulinet (config-if)#do sh run int £a0/10
Building configuration...

Current configuration : 79 bytes
1

interface FastEthernet0/10

no logging event link-status

no cdp enable

end

Sulinet (config-if)#switchport host
switchport mode will be set to access
spanning-tree portfast will be enabled
channel group will be disabled

Sulinet (config-if)#do sh run int £a0/10
Building configuration...

Current configuration : 127 bytes
1

interface FastEthernet0/10
switchport mode access

no logging event link-status

no cdp enable

spanning-tree portfast
end

sulinet (config-if)#
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Néhany egyszeru biztonsagi beallitas

Bongészon keresztuli konfiguralas tiltasa:
= no ip http server és no ip http secure-server

VTY ACL (telnet, ssh tiltasa)

Port Security

CDP tiltasa a kulsé halozat felé

27. oldal Switch konfiguracios demo
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Hasznos parancsok, hibafelderités

* Interfészek allapotanak megjelenitése

= Show ip interface brief parancs

Sulinet#sh ip int brief

Interface

V1lanl
FastEthernet0/1
FastEthernet0/2
FastEthernet(/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0 /9
FastEthernet0/10
FastEthernet(0/11
FastEthernet(0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet(0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0 /21
FastEthernet0/22
FastEthernet0 /23
FastEthernet0/24

IP-Address
10.16.17.50
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

GigabitEthernet0/1
GigabitEthernet0/2

unassigned
unassigned
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- Hasznos parancsok, hibafelderités

« Interfészek allapotanak és leirasanak megjelenitese
= Show interface description parancs

Ly
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Status Protocol Description
up up
up up Public port
down down
down down
down down
down down
down down
down down
down down
down down
down down
up up Private port
down down
up up Private port
down down
up up Private port
down down
down down
down down
down down
down down
down down
down down
down down
up up Trunk port
down down
down down
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» Interfészek vonali allapotanak megjelenitése

= Show interface status parancs

int status

Name
Public port

Private port
Private port

Private port

Trunk port

Status
connected
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
connected
notconnect
connected
notconnect
connected
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
notconnect
connected

Type

10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseT¥
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTx
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseT¥
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX

notconnect 10/100/1000BaseTX
notconnect 10/100/1000BaseTX
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N

 MAC-cim tabla megjelenitése
= Melyik porton milyen MAC-cimi eszkoz van
= Show mac-address-table parancs

Sulinet#sh mac-address-table
Mac Address Table

STATIC
STATIC
STATIC
STATIC
DYNAMIC Fa0/1l
DYNAMIC Fa0/1
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
Total Mac Addresses for this criterion: 12
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Hasznos parancsok, hibafelderités

 Show interface <interface number> parancs
» Informaciok az interfészrdl (sebesség, hibak, stb.)

» (szamlalok torlése: clear interface fastEthernet <interface number>)

= Arouter felé érdemes a GigabitEthernet portokat hasznalni

32. oldal Switch konfiguracios demo
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Sulinetd#sh int fa0/1
FastEthernet0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 000e.83b3.e201 (bia 000e.83b3.e201)
Description: Public port
MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:01, output hang never
Last clearing of '"'show interface' counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
minute input rate 95000 bits/sec, 15 packets/sec
minute output rate 97000 bits/sec, 27 packets/sec
312432145 packets input, 2319209312 bytes, 0 no buffer
Received 45290 broadcasts (0 multicast)
0 runts, 0 giants, 0 throttles
0 frame, 0 overrun, 0 ignored
0 watchdog, 27572 multicast, 0 pause input
0 input packets with dribble condition detected
459490622 packets output, 547946589 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier, 0 PAUSE output
output buffer failures, 0 output buffers swapped out

.
.
F

i

)
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Hasznos parancsok, hibafelderités

« Kulonbozd informacidk/hibak megjelenitése
= Show logging parancs
= pl.: billeg a port

000018: *Mar
000018: *Mar
000020Q0: *Mar
000021: *Mar
000022: *Mar
000023: #Mar
000024: *Mar
000025: *Mar
000026: *Mar
000027: *Mar
000028: *Mar
000028: *Mar
000030Q0: *Mar
000031: *Mar
000032: *Mar
000033: #Mar
000034: *Mar
000035: *Mar
000036: *Mar
000037: *Mar
000038: *Mar
00003%: *Mar
000040Q: *Mar
000041: *Mar
000042: *Mar
000043: #Mar
000044: *Mar
000045: *Mar

01:01:21.963 CET: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:01:25.371 CET: %LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to down
01:01:31.363 CET: %LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to up
01:01:36.167 CET: %LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to down
01:01:40.363 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:01:44.567 CET: 3%LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to up
01:02:16.627 CET: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:18.631 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:19.651 CET: 3%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:21.655 CET: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:21.919 CET: %IP_SNMP-3-SOCKET: can't open UDP socket

01:02:21.919 CET: Unable to open socket on port 161

01:02:23.083 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:25.087 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:26.507 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:28.511 CET: %LINEPROTO-5-UPFDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:29.731 CET: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:31.735 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:33.163 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:35.167 CET: 3%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:36.787 CET: 3%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:38.791 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:40.023 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:46.855 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:48.483 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:50.487 CET: 3LINEPROTO-5-UPFDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:52.119 CET: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
01:02:54.115 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
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Hasznos parancsok, hibafelderités

 Hurok a haloézaton

= ToObb switch a halézatban, ezek tobbszorosen 6sszekotve
» Ha a BPDU Guard be van kapcsolva, akkor tiltja a portokat

000083: 1 01;11:37,511 CET: %SEANTREE-2-BLOCK BPDUGUARD: Received BEDU on port FastEthernet0/15 with BEDU Guard enabled. Disabling port.
000084: 101:11:37.511 CET: %PM-4-ERR DISARLE: bpduguard error detected on Fa0/15, putting Pa0/15 in err-disable state

000085: 1 01:11:38.511 CET: SLINEPROTO-3-UEDOWN: Line protocol on Interface FastEthernet0/15, changed state to dowm

000086: 1 01:11:39.515 CET: %LINK-3-UPDOWN: Interface FastEthernet0/15, changed state to down

000087: 1 01:11:40.815 CET: $8YS-5-CONFIG I: Configured from console by console

000088: 1 01:12:04.475 CET: %PM-4-ERR RECOVER: Attempting to recover from bpduguard err-disable state on Fal/15

000088: 1 01:12:06.179 CET: 3SPANTREE-2-BLOCK BPDUGUARD: Received BEDU on port FastEthernet0/11 with BPDU Guard enabled. Disabling pozt.
000090: 1 01:12:06.179 CET: ¥PM-4-ERR DISABLE: bpduguard error detected on Fa0/ll, putting Fa0/11 in err-disable state

000081: 101:12:07.183 CET: SLINEPROTO-5-UEDOWN: Line protocol on Interface FastEthernet0/11, changed state to down

000092: 1 01:12:08.163 CET: SLINK-3-UEDOWN: Interface FastEthernet0/15, changed state to up

000093: 101:12:08.187 CET: 3LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to down

000094: 101:12:09.163 CET: LINEPROTO-3-UPDOWN: Line protocol on Interface FastEthernet0/15, changed state to up
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